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Advanced Persistent Threat

CMeHa napagurmbl atak — OT NOXULLEHUS K
Pa3pyLUEHUIO
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Advanced Persistent Threat

OcobeHHoOCTHN peanu3auunmn

* [lepexBaT ynpaBreHns ceTesbiM 000pygOBaHUEM
n Active Directory

« YUac «Y» — Kill Disk, yganeHune 063Kanos,
KOHJourypaumm ceteBoro ooopyanosaHus

« BolbOp BpemMeHn aTak Ona  MakcumarsnbHOro
coumanbHOro agodekta — nocnegHne OHM roga

Coceaun B YKpauHe TOXe nocTpaganu

 MuHpuH, KasHadyencTtBo, YKp3anusHbliua (k/4),
[TpukapnaTbobnaHepro n MHorne ap.
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Advanced Persistent Threat

* LleneHanpaBneHHOCTb
* CKpbITHOCTb
 HeoTpa3nmMocCTb
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LleneBas aygutopus

B opraHusaunm «Bceé XopoLUuoO»:
* CTOMMOCTb aKTUBOB HE OLIEHMBANM
* aHaNn3 PUCKOB HE NMPOBOANNN
* CEPbE3HbIX MHUMAOEHTOB paHbLLUE He ObINo
B opraHusauumn «Bce eCTby.
S

* KOpNOpaTUBHbLIA aHTUBUPYC
* MexceTeBon aKkpaH, aHTu-ClNAM
* pe3epBHOE KonupoBaHue

..HO  3a4acTyr0o HeTy paxe
BblaeneHHoun cnyxobl b
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BHyTpeHHAA
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CermeHT CermeHT

BHyTpeHHAA
ceTb
MNpunoxeHus, CepBepau
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Discovering 2
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«Root» nony4eH! S
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NepumeTtp

CerMeHT | e CermeHr
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KoHTponb nepexBayeH! &

CermMeHT CermeHr B
a HYTPEeHHAA
APMos cepBepoB ceTh
lNMpunoxeHus, CepBepa u
bl APMbi
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Devastation

CermMeHT CermeHT B
APM , HYTPEeHHSASA
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BoccTaHoBneHmne
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«Bce xopowio» ? S

CermeHT CermeHT

BHyTpeHHAA
ceTb
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Advanced Persistent Threat

e beccucteMHOCTb
« becne4dyHocCTb
 be33alWMTHOCTDL
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Yto npenatb ?

 CuctemMHbI nogxona
« KomnneKkcHble Mepbl
¢ 3allMLLEHHOCTb
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Kak npenatb ?

 Jlyywmne mmpoBbie npakTukn knbepbesonacHoCcTH
« MexgyHapogHble cTaHOapThl

« OtpacnesBsble

Framework for Improving
Tpe60 BaHW* Cntical Infrastructure Cybersecurity

ISA99: Developing the ISA/IEC 62443 Series of Standards on

Version 1.0

|eHa

Industrial Automation and Control Systems (IACS) SecuUrity  stie of Standards and Technology rapA

MUHWCTEPCTES 3HEPrETHRM
Pecnybnuku KaszaxctaH

oT «Z3= okTABpA 2016 roga
M2 457

Monutnka nHpopMaunoHHOK BesonacHOCTH
MuHucTepcTBa 3HepreTukn Pecnybnuku KasaxcraH
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Kak npenatb ?

AKUEeHTbIl U3 onbITa

« He Hapgewutecb Ha nepuMmeTp — chneunanbHo
cobpaHHbIM AONsl KOHKPETHOWM artaku malware
NPONAET €ro

* YcunmBaute 3awmty Active Directory — O4YeHb
TPYOHO  BOCCTaAHaBnMBaTb  CNyXx0Oy  nocre
KOMnpomMeTaLuun (B HEKOTOPbIX cry4vasx
HEBO3MOXXHO)

« CospaBauvTe BbIOESIEHHYIO CETb YrpaBneHns — C
BbIHOCOM B OTAENbHbIN (PU3. CETMEHT U 3aLLUUTOMN
no motuBam NIST SP 800-82
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Uem genatb ?

/Q IT-department responsibility Mixed responsibility Security Service responsibility >

Cybersecurity Framework Maturity Level

1 Tier 4: Adaptive

Advanced Security Fraud

DDoS Information Management
Protection UEEL Events & Revenue

|
1
|
1
|
Manager Assurance :
1
|
1
|
1

Protection
- N

DNS / DHCP Web Data Base Vulnerability Identity & Identity | Data

: Application :
Protection Eirewall Firewall

Management Access Rights Loss
(Assessment) Management Management Prevention

: Tier 3: Repeatable

: Tier 2: Risk Informed

: Tier 1: Partial




 Mbl — 3HaemM Kak BOoCCTaHaBMBATb

C kem genatb?

« Mbl — 3HaeM Kak npegoTBpallaTb

KOHTaKTbI:

Phone:
Email:
Web:

InNCOMN

Muwume!
360HUMe!
Cnpawueaume!

+7 (727) 323 61 76
info@incom.com.kz
http://incom.com.kz

Incom.Kazakhstan




KOHTaKTbI:
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Web:
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Cnacmnbo 3a BHMMaHue!
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+7 (727) 323 61 76
info@incom.com.kz
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